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IMPORTANT NOTICE

Warranty

Limitation of
Liability

Copyrights

Trademarks

Gemplus warrants this GemSAFE™ product to be physically free of any defectsin
manufacturing and workmanship. No other warranties may be implied nor are
enforceable according to international law and any authority.

Gemplus makes nor representation or warranties, either expressed or implied, by or
with respect to this GemSAFE™ product, and shall not be liable for any implied
warranties of merchantability, of non-infringement of third parties' rights, of error
free and of fitness for a particular purpose or for any indirect, special or
consequential damages.

Except to the warranty provisions above, in no event shall Gemplus and its affiliates
be liable for incidental, consequential or special damages, including loss of profit,
loss of data, corrupted or misdirected data, whether based on contract, tort or any
other legal theory. Gemplus bears no responsibility whatsoever with respect to the
use, sale or other disposition of any product incorporating this GemSAFE™ product,
in particular Gemplus makes no warranty as to the physical or logical security and
protection of this GemSAFE™ product.

Any copyright, patent right, trademark, trade secret, mask work and any other
intellectual and/or industrial property right in this GemSAFE™ product, its related
documentation and this publication are and will remain the property of Gemplus. No
part of this publication may be reproduced, stored in aretrieval system or
transmitted in any form or by means electronic, mechanical, photocopying,
recording or otherwise without the prior written consent of Gemplus. No patent
liahility is assumed with respect to the uses of any information contained herein.

“GemSAFE” isatrademark of Gemplus.

All written instructions or guidelines contained herein on the use of trademarks,
copyrights or of other ownership rights of Gemplus shall be duly followed. All use
of Gemplus trademarks and logos shall inure to the benefit of Gemplus.
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OVERVIEW

What is
GemSAFE
Used For?

Connecting to
the GemSAFE
Web Site

GemSAFEOQ is asmart card-based solution which is primarily designed to secure
electronic mail (e-mail) communication and web sessions on the Internet.

This solution combines the privacy, tamper-detection (integrity) and proof of origin
(authentication) functionality provided by cryptographic algorithms with the
simplicity, portability and convenience of smart cards.

The GemSAFEQ smart card securely stores your personal secret information and
thus prevents anyone from usurping your identity. Indeed, your password must be
presented before your private keys can be used. The security improvement that the
GemSAFEOQ offers as compared to software-only solutions is that your keys are
stored in your smart card and never leaveit.

Internet services range from e-commerce, home-banking, to e-citizen, home-training
and e-mail. Perspectives are huge, but the lack of proper security isimpeding their
implementation. Gemplus is now breaking down this major barrier with
GemSAFEQ, areliable plug-and-play smartcard solution.

The latest standards such as SSL 3 (for web access ) or SMIME (for e-mail ) enable
inter-operability (that is, compatibility ) of security services between any browser
interface and any web server. For example, although SMIME is designed to
exchange secure e-mails, you can also use the same mail application to send regular
(unsecured) E-mails.

But the security hole in these protocols is the management of your personal keys and
certificate. Indeed, these can easily be tampered with if you save them on your PC.

Travelling with your electronic identity in pocket, you can securely access on-line
services with your personal smart card, protected by a PIN code, from any machine
in the world. In addition, your card also performs cryptographic algorithms, so that
your private keys never leave the card. Just plug your smart card into any reader
connected to any internet terminal equipped with the GemSAFEQ software. With
the GemSAFEO solution, you no longer are dependent on your own computer.

Additional information is available on the GemSAFEO web site; its addressiis:
http://www.gemplus.com/GemSAFE

© GEMPLUS
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The Need for
GemSAFE

Figure 1 illustrates in detail the way GemSAFEQ meets your electronic mail and
internet surfing security needs, as it provides added privacy, tamper-detection and
authentication.

With this solution, nobody can impersonate you, or read encrypted e-mails meant for
you without:

Having your GemSAFEO card, and,

Knowing your PIN code.

Why Do | Need Security ?

For E-Mail For Web Surfing
| Want Privacy .
| Want Privacy
so that
so that
Only Intended Recipients can read the e-mails .
| send Nobody can eavesdrop on conversations | have
' with servers.

0 Only | can read the e-mails others send me.
2 See 1.
=
I~
3}
[
ey | Want Tamper Detection  (Integrity) | Want Tamper Detection  (Integrity)
2
3 so that so that
wn
) | can be sure the e-mail has not been Any modification of the data en route is detected.
g modified en route.
2
ncn | Want Proof of Origin ~ (Authentication) | Want Proof of Identity  (Authentication)
= so that so that
a

| am sure | know who really sent the mail. | am sure | know who the server really is.

Others can be sure that e-mails | send really The server can find out who | am (if it so wishes).

come from me. See 2. See 3.

Why Do | Need GemSAFE ?

3. To prove to a www server who | am, | need my card

1. To read secure e-mails sent to me, | need my card and PIN code.

and my PIN code.

4. To connect to the Net in a secure fashion from any
PC in the world (provided it is equipped with

2.To prove to others that an e-mail comes from me, | GemSAFE software). This is the portability feature.

need my card and PIN code.

Figurel1 - The Need for Security

The improvement provided by the use of the GemSAFEQ card (as opposed to
software-only solutions) consists of:

The fact the keys never leave your smart card
PIN code protection

GemSAFEQ portability: you are no longer restricted to asingle PC. You can use
your GemSAFEO card from any PC connected to the Net anywhere in the
world, provided the GemSAFEQ software isinstalled on it.

© GEMPLUS



CRYPTOGRAPHY BASICS AND PUBLIC KEY

ALGORITHMS

Cryptography

Encryption

Public-Key
Cryptography

Who does the
Key-Pair Belong
To?

Note: If you are familiar with cryptographic concepts and with public-key
cryptographic systems in particular, you may wish to skip this chapter.

In the GemSAFE™ secure e-mail and web context, cryptography consists of
applying mathematical transformations to transmitted data in order to satisfy one or
more of the three following objectives:

1. Privacy: the transmitted data can not be read by athird party

2. Tamper detection (also known as integrity): the recipient can be sure that the
data was not modified en route

3. Proof of origin (also known as authentication): the recipient can be sure who
really sent the data

In public-key systems, privacy is achieved by encryption; tamper detection and
proof of origin are obtained by means of digital signatures.

Encryption implies data is scrambled (ciphered) by the sender using an encryption
key, before being sent to the recipient. When it arrives, the recipient uses a
decryption key to unscramble (decipher) the data. Scrambling and unscrambling are
performed using well known mathematical algorithms (with GemSAFE™, the RSA
algorithm is used) and the encryption key is a humber that feeds into these
algorithms.

In public-key (or asymmetric) cryptographic systems, the decryption and encryption
keys are not the same. The sensitive element is the decryption key, since the person
who has a copy of this key can decrypt the data. Normally, only the recipient has a
copy of this decryption key which must be safely kept (for example stored in the
GemSAFE™ smart card). However, the recipient freely distributes a copy the
encryption key to anybody who is likely to need to send this person something
securely.

The mathematical properties of these keys are such that anything encrypted with the
encryption key (known as the public key because everybody has a copy) can only be
decrypted with the corresponding decryption key (known as the private key because
only the recipient has a copy). This means that anybody can send the recipient
scrambled data, but only the recipient can unscramble it. The public and private keys
together constitute what is known as a key-pair.

How does a sender know that a particular key-pair corresponds to you? Y ou might
have sent the public key by e-mail, or the sender might have retrieved it from a
server, but this would not prevent a spy from changing it en route and substituting
his/her own public key instead. The solution to this problem is digital certification
(see the section entitled Digital Certificates).

© GEMPLUS
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Digital Envelopes

Digital
Signatures

The mathematical algorithmsinvolved in public key systems are slow. Thus, if there
are multiple recipients (for example, if you send all your colleagues an encrypted e-
mail) or if the dataislarge (several megabytes, for instance), the encryption of
several megabytes will probably require several minutes and will have to be
repeated for each recipient (since each has a different public-key). A solution known
as digital envelopesis used to resolve this problem. Because symmetric or secret-
key algorithms (where the decryption and encryption keys are the same, examples
include RC2, RC4, DES and DES3) are much quicker, the following steps are
carried out:

The sender:
1. Generates arandom symmetric key (which is only afew byteslong)
2. Encryptsthe bulk data with the random symmetric key (fast)

3. For each recipient, encrypts the random symmetric key with the recipient’s
public key

4. Transmits the output of steps 2 and 3 to all the recipients

Therecipients:
1. Decrypt the random symmetric key using their private key
2. Usetheir random symmetric key to decrypt the bulk data (fast)

As aresult, the bulk of the datais encrypted only once with a very fast algorithm.

A digital signature provides proof of origin and tamper detection. It consists of
sending additional information (known as a signature) along with the original data
which proves to the recipient that the received datais word for word identical to the
data the sender intended to send.

Digital signing of data is completely independent from data encryption. Data can be
both signed and encrypted, signed only, encrypted only and, of course, neither
signed nor encrypted.

Since each person involved already has a private key (which is kept secret by its
owner) and a corresponding public key (which everybody knows) for encryption
purposes, a good system might consist of re-using these keys. The signatureis
calculated by the sender and sent along with the data to the recipient. Itsvalueisa
mathematical function of the sender's private key and the data to be sent. The
construction of the algorithm is such that it is not possible to calculate this value
without knowing the private key.

The recipient can verify that the data received corresponds to the data that was
signed by the sender using another mathematical algorithm which relies upon the
sender's public key, the signature, and the data received.

© GEMPLUS
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Digital
Certificates

The Role of the
Certificate
Authority

When the same key-pair is used for encryption and signature, this key-pair
corresponds to a sort of on-lineidentity. Y ou can useit to sign data (e-mails,
expense claims, random challenges sent by web servers, etc.) and decrypt datathat is
meant only for you (incoming e-mails, etc.). The GemSAFE™ solution means that
thisidentity (the private key) is securely stored in a smart card and it never comes
out. Any calculations that are performed using this key are done by the card itself.

The system relies on the fact everybody knows that a particular key-pair is linked to
you. Thisisthe purpose of digital certificates. A key pair without a corresponding
digital certificate is effectively useless.

By issuing a certificate, the Certification Authority (CA) basically states that "Public
key 1234... corresponds to a private key that only Mr. Smith or Company XY Z has
accessto ". Anybody who trusts the CA can, for example, encrypt an e-mail for Mr.
Smith’s eyes only, or verify adigital signature created by Company XY Z.

This binding of areal-world identity (Mr. Smith in this example) to adigital identity
(Mr. Smith’skey pair) is performed using adigital signature. The CA hasits own
key-pair which is used to sign the concatenation of Mr Smith's public key and the
name "Mr. Smith" (along with a host of other useful things such as the certificate's
validity date, etc.).

Certification Authorities usually charge a fee for this binding task. Indeed,
depending on the company’s policy, the CA may pay avisit to the personit is
vouching for to verify it actually iswho it claimsto be, or it may need a letter from
this person’s employer certifying he/she works there, etc. The CA may also offer
other value-added services, such a public directory of the certificates that it has
issued.

To determine whether you should trust a particular CA, you first need to look at the
CA’s policy statement to check that it performs atype of check that you find
appropriate before issuing its certificate (what guarantees does the CA provide?
what isthe legal position?).

Secondly, you need to recover a copy of the CA’s public key so you can verify the
CA’sdigital signatures. It is convenient to recover this public key within a
certificate (since the certificate also provides validity dates and other relevant
elements).

This certificate may be signed by the CA itself or by yet another CA whom you
already trust. In the former case, the certificate cannot be independently verified and
itsintegrity must be validated by other means (for example, using the certificate’s
independently transmitted ‘fingerprint’).

© GEMPLUS



GEMSAFE SECURITY FEATURES

SSL and S/IMIME

The SSL Protocol

Message Privacy

Message Integrity

Mutual
Authentication

The GemSAFEQ solution complements two key security standards:

The SSL/TLS (Secure Socket Layer/Transport Layer Security) is a protocol
between the server and the browser, which operates over the Internet.

The SIMIME (Secure Multipart Internet Mail Encoding) is a message format
designed to secure e-mail messages.

Note: TLSisthelatest standardized version by the Internet Engineering Task
Force (IETF) of SSL.

SSL is an on-line protocol which may provide privacy over the internet asit allows
client/server applications to communicate in away that cannot be eavesdropped.

SSL offers the following basic features: message privacy, message integrity and
mutual authentication.

Message privacy is achieved through encryption. All traffic between an SSL server
and an SSL client can be encrypted using akey and an encryption algorithm
negotiated during the SSL handshake (see The SS_ Handshake).

The message integrity service ensures that SSL session traffic is not modified on the
way to its final destination. SSL uses the combination of a shared secret and special
mathematical functions (called hash functions) to provide the message integrity
service.

Mutual authentication is the process whereby the server convinces the client of its
identity and the user convinces the server of itsidentity. These identities are coded
in the form of public-key certificates (X509), and these certificates are exchanged

during the SSL handshake.

To demonstrate that the entity presenting the certificate is the legitimate certificate
owner (i.e, that this entity has access to the private key which corresponds to the
public key in the certificate) rather than a mere impostor, SSL requires that the
certificate presenter must digitally sign data exchanged during the handshake (see
Digital Sgnatures).

The entities sign protocol data (which includes their certificates) to prove they are
the legitimate owner of the certificate. This prevents someone from masquerading as
you by presenting your certificate. The certificate itself does not authenticate; the
combination of both the certificate and the proof that you have access to the private
key does, however (see Digital Certificates).

Note:  Server authentication is systematically performed by the browser with the
SSL protocol, whereas client authentication may or may not be
systematically required by the server.
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S/MIME

Private
Messaging

Sender
Authentication
and Tamper
Detection

Compatibility

S/MIME is an off-line message format standard implemented for use with the
Netscape Messenger mail application, which is designed to encrypt and digitally
sign electronic mail.

S/MIME offers users the following basic features:

Encryption for message privacy

Sender authentication with digital signatures

Tamper detection

Compatibility with any other SMIME-compliant software

S/MIME's encryption helps ensure that your messages remain private. Netscape
Messenger software supports domestic and export-level public key and symmetric
key encryption.

S/MIME authenticates the message sender by reading the sender's digital signature
(the recipient can see who signed the message and view the certificate for additional
detail ).

Because SMIME is an open standard, the mail software client can operate with
other S’IMIME-compliant clients (for example, if you are operating with Netscape
Messenger, you can correspond with someone equipped with Microsoft Outlook
Express (which is S'MIME-compliant)).

© GEMPLUS



CERTIFICATE MANAGEMENT

Obtaining Your
Own Certificate

If you do not aready have a preferred Certificate Authority (CA) to issue your
certificate, you can find alist of CAs on the GemSAFEQ site
(http://www.gemplus.com/GemSAFE). Some of these CAs offer free certificates
for testing and demonstration purposes.

1. Contact aCA.

2. Fill out the required information. This data varies with each CA, but it usually
includes your name, e-mail address and your key length.

i GemSAFE Quick Sior Guide - Nelscoape
Ale Edd “iew Go Communicetar Help
el - - - ¥
¢ A B 2 £ 4 &£
i Back [0 Figload Home  Seoch Guida  Pant  Sacunfy 1
I wF Bookmaks & Lesatian:ihip o /e sl gemsale.com freizcape himl =|
=
Hame: |.I-.J.l-:'e GenSAFER a.g. John M Smith
Emnall address: |alicedtest. gemaat=, con a.g. john. smithaome. com =
Kay langth: | 512 {Low Grads) = tadvanced optlon, leave default)
Gt certificate
=
il |Document: Dane = e o A

Figure4 - Getting a Certificate

Note: As arule, the key length should be left at the default setting since this
normally is the maximum authorized length for your country.

Generate A Private Key - Hetscape

When wou click O, Communicator will generate a Private Eey for wour Certificate. This
thay take a fewr mitnates.

Important: If you interrupt this process, you will have to reapply for the Certificate.

Select the card or database you wish to generate your key in:
Communicater Cerificate DB ;I

hore Info. .. |DK| Cancell

Figure5 - Generating a Private Key

Note: If you are using your GemSAFEQ, a list box is displayed. Make certain
thisindicates that you have selected GemSAFE Smart Card (do not
select Communicator Certificate DB).

Once the certificate is downloaded, it can no longer be exported.
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d @Lot...l Fz san...”% G. @Lec...l LTQ E):p...l i SS...l “({IE@ 'ﬁ
B

Tou have recetved a new Certificate. Commumnicator will refer to this Cerbificate by the namme
showmn below. You can use the name prowided or enter a new one.

Click OK to install the certificate into Communicator or chick Cancel to refuze your new
Certificate.

Certificate Mame:
I.ll:i.ce Gew3AFE's Gemplus ID

Certificate for: Alice GemSAFE

Signed by: Gemplus Show Certificate |

M ake this the default Certificate for signed and encrypted e-mail ;I
Mare Info... | Ok | Cancel |

Figure 6 - The New Certificate

2 Save User Certificate - Netscape H=] 3 I

You should make a copy of wour new Certificate.

If you lose your Certificate it cannoibe recovered. Cinly you hold your Private Key.
Without it yrow will not be able to read any email that you received using that Certificate.

To make a copy, click Save As and decide where wou would like to save your Certificate.
If possible, you showld save it on a floppy disk that wou keep in s safk location.

Sawe A I

Continue |

Figure7 - Saving the Certificate

Warning: Do not save the downloaded certificate on your disk as suggested by
Netscape.

If you need to change the certificate in your card, see Deleting a Certificate.
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Who Do You

Your Certificates

Security Info You can use any of these certificates to identify yourself to other people
Passwords gnd to Web sites. Cotnmuricator uses your ceﬂcates to decrypt_ .

l information sent to you. ¥our certificates are sighed by the orgatization
Navigator that issued them
Messenger

These are your certificates:

Java/JavaScript U

. GemSAFE Smart Card:Alice GemSAFE's Gemplus 1D <] Viewl
Certificates

Warify |
e Delete |
People Export |

Web Sites
Signers |
Cryptographic [
Modules You should make a copy of your certificates and keep them in a safe
place. If you ever lose your certificates, you will be unable to read
encrypted mail vou have recerved, and vou may have problems d|

% Cancell Helpl

Figure 8- List of Your Certificates

Once you have received your certificate, click Security, Certificate, Yoursto view
it. All your certificates are then displayed.

Note: You can only store one certificate in your card at a time. All other
certificates are located in the software.

When you first try to access a secure web site or to receive a secure e-mail, you may
receive a message stating that the CA which signed the server’s certificate (or

Trust? another user’s certificate) is unknown. This simply means that your browser does
) not have a certificate for this CA and that you need to add it to your list if you want
to proceed with a secure web session.
Note:  Your browser already has a number of certificate authorities it accepts by
default. To see thislist of CAs click Security, then click Signers.
o= |
Certificate Signers' Certificates
Security Info These certificates identify the certificate signers that you accept:
Passwords
. GemSAFE Test CA ] Edit
Navigator IEM World Registry CA EL |
i Integrion CA
Soessenser KEYWITNESS, Canada CA Delete |
Java/JavaScript MCI Mall CA
. Thawte Personal Basic CA
Certificates Thawte Persaonal Freemail CA
Yours Thawte Personal Fremium CA
- Thawte Premium Server CA
People Thawte Serer CA
. Uptime Group Ple. Class 1 CA
Web Sites Uptime Group Ple. Class 2 CA
; Uptirne Group Plc. Class 3 CA
Signers Uptirne Group Plc. Class 4 CA =l
Cryptographic
Modules
% Cancel | Help |
Figure9 - Certificate Authorities Accepted by Your Browser
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This Certificate belongs to:
Gempass Test CA
Gemplus
FR

Serial Number: 01

Certificate Fingerprint:

- View A Certificate - Netscape

This Certificaie was issued hy:

Gempass Test CA
Gemplus
FR

This Certificate is valid firom hMon Mar 16, 1998 to Mon Mar 10, 2003

D1:B3:47 30:1 5:8F:3C.BD 544400 35 EB:BC:19.74

oK]

Identification

Figure 10 - Viewing the Certificate

To verify that the CA’s certificate is valid, you need the CA’s public key beforehand

(itislocated in the CA’s certificate). It may be obtained in various ways (including
an e-mail from the CA, the CA’sweb site, adirectory...).

CA ABC

Server 1

Private key

Server 2

Server 3

CA ABC's job is to provide a signed certificate ensuring that it has verified that Server 1 is who it

claims to be.

Server 1's Certificate
Includes the Server's Name,

Public Key and the certificate's validity date

CA ABC's
Signature

Figure 11 - The Server, the CA and the Signed Certificate

When surfing, you may choose to access aweb site without effectively verifying its
certificate. In this case, you may select access for this session only, or permanent

access. Warning messages are displayed to remind you of the risks of connecting to
a site without verifying its certificate first.

© GEMPLUS
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Adding a CA The process of adding a CA to your browser’s list consists of getting the CA’s
certificate over the internet and verifying its integrity by checking that its fingerprint
(adigest of the certificate) matches the fingerprint sent to you by independent
means.

Mew Certificate Authority - Metzcape

Avre you willing to accept this Certificate Authority for the purposes of certifyring other internet
sites, ethail users, or softwate developers?

W &ccept this Certificate Authority for Certifiring network sites
W &ccept this Certificate Authority for Certifiring e-mail users
[ Accept this Certificate Authority for Centifiring software developers

Cancel <Back | Mext=

Figure 12 - Adding a Certificate Authority

Other People’s Y ou may decide not to take such arisk and opt to verify the server’s certificate.
Certificate List

3 Netscape
Other People's Certificates
Security Info Other people hawve used these certificates to identifiy themselves to you. N
Passwords Communicator can send encrypted messages to anyone for whotm you
hasre a cerfificats.
Navigator
Messenger These are certificates from other people:
Java/JavaScript bob@@test gernsafe.com 2] Wiew

Certificates M
Yours Delete

People
Web Sites
Signers

Cryptographic
Modules -]

To get certificates from a network: Directory press Search Direciary.

% Cancel Help

Figure 13- Other People’'s Certificates Your Browser Knows

=

To send someone a secure mail, you will need to add this person’s certificate to your
“Other People” certificates list. In order to do this, you must first receive a signed
mail from the intended recipient, or look up this recipient’s certificate in a public
directory.
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Deleting a
Certificate

A GemSAFEQ card is only designed to store one certificate at atime. If you have a
certificate on your card and wish to obtain a new one, you have to delete the initial
onefirst. To do so, click Security, Certificates, Yoursand Delete.

© GEMPLUS
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ACCESSING SECURE SITES

ldentifying

The GemSAFEO web site contains a list of secure servers that can be used for
testing purposes.

To access the GemSAFEOQ site, type the following location from your Netscape
browser:

http://www.gemplus.com/GemSAFE

Secure sessions rely on the SSL protocol. All secure web sites are accessed using the
https:// prefix (that is, the address must start with this prefix if you want to

Secure Web communicate with a secure site).

S| tes If your browser has a certificate on file for the CA corresponding to the secure site
you wish to access (and if your browser has a certificate to present to confirm who
you are, in the event client authentication is requested by the server), then you may
proceed with your secure session.

elect A Certificate - Metscape
The site 'test. zemsafe. com' has requested client authentication.
Here iz the site's certificate:
Certificate for: Gemplus
Signed by Gemplus
Encryption:  Export Crade (RC-40 with 40-bit secret keyy _ More Info...
Selact ¥our Certificate: GemSAFE Smart Card:Alice GemSAFE's Gemplus 1D | |
Cancel | Continue
Figure 14 - Selecting a Certificate
You can get your browser to automatically select your certificate by clicking:
Security
Navigator
Certificate
© GEMPLUS 14
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Viewing the
Server Page
Information

The SSL
Handshake

r Secure Gemsale Web Page - Netscape

File Edit “iew Go Communicator Help

2 v A 4 = £ 4 A i N

Back Fowward Reload  Home  Search  Guide Print  Secuity  Stop
' ﬁt'Ennkmalks \&,anat\nnIhttps'ﬂtastgamsafacﬂm! j

elcome to e world o e 0 e web
o 0 ho area
-

@| | Document Done

Figure 15 - Sample Secure Web Site

Notice the lock in the lower-hand corner of Figure 15. It isin closed position which
means you are operating in secure mode. Figure 16 illustrates the lock in unsecure
mode. When the lock is open, you are not using GemSAFE™ and are not operating

in secure mode!

Figure 16 - Unsecur e Oper ating Mode

Click:
View
Page Info

to display al the information regarding the web server’s certificate and the
algorithm used to cipher the secure page.

ocument info - Netscape

Location: https.itest gemsafe. com/
File MIME Type: textihtml
Source: Currently i memory cache
Local cache file: none
Last Modified: Tnknown
Last Modified: Tnknown
Content Length: 4560
Expires: Mo date given
Charset: i50-835%-1

Security: Thiz iz a secure document that uses a medium-grade encryption key sutted for T3,
export (FC4-40, 128 bat with 40 secret).
Certificate: This Certificate belongs to:  This Certificate was issued by:

test.gemsafe. com GemB3AFE Test CA
Gemplus Gemplus
FR

Serial Number: 00B3D4:61:35
This Certificate is valid from Wed IMay 27, 1998 to Wed MMay 26, 1999
Certificate Fingerprint:

11:A4IFS1 7604121524 44 BA 24 BET10C2C

Figure 17 - Secure Page Information

The SSL handshake takes place each time you start a secure web session. This
operation identifies the server and it is automatically performed by your browser.

Note: The SS_ handshake can only succeed if the server’s certificateis till
valid.

© GEMPLUS
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The SSL
Process

If you want to have a secure web session with Server 1, you may want to make
certain that Server 1 isindeed what it claimsto be (the real Server 1 and not another
entity impersonating it). In this case, you will want a certificate ensuring this from
Server 1's CA. Of course, you also will have to make sure that the certificate you
receive comes from the genuine CA and not from some entity impersonating it!

1. You start the SSL operation by sending the server arandom number. The server
returns a certificate and a signature of the random number. The certificate
provides the server’s public key, and the signature proves that the server
currently has the private key corresponding to the certificate it is sending.

< Client Random

Server Client

Certificate + Signature of
Random

Figure 18 - The SSL Process

2. Now the CA’s signature needs to be verified. This is done by comparing the
CA’s public key (obtained in the certificate received in the previous step) to the
public key in a certificate obtained by other means (usually from a directory or a
public list).

3. Your browser now checks that the name of the web site in the certificate matches
the name you typed (for example, test.gemsafe.com).

© GEMPLUS
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SENDING SECURE MESSAGES

To access your secure e-mail, click Communicator, click Security and click

M essenger . For some versions of Netscape, for your secure e-mail to operate
properly, you need to make certain that the settings entered on this screen are the
same as those you plan to enter in the mail you are about to send.

In other words, you can check any and every one of the following options, aslong as
you check the same options in the mail message:

Encrypt mail messages, when it is possible
Sign mail, when it is possible

Sign discussion (News) messages, when it is possible

Messenger
Security Info These settings allow you to control Messenger security settings. im
Passwords : : :
l Ileszenger Secunty warnings can let you know before vou do something

Navigator that might be unsafe.
Messenger
Java/TavaSeri Sending Signed/Encrypted Mail:
savajcavaseript V¥ Encrypt mail messages, when it is possible
Certificates V' Sign mai messages, when it is possible

Tours [T Sign discussion (news) messages, when it is possible

People Certificate for your Signed and Encrypted Messages:

Web Sites [GemSAFE Smart Card:Alice GemSAFE's Gemplus ID_ 7]

Sgners This certificate 13 included with every email message you sign, "When -
Cryptographic other people receive i, it makes it possible for them to send you
Modules enctypted mal Cther people could also obtam your certificate from a

Directory:
_ =l
OKl Cancel | Help |

Figure 19 - The Messenger Screen

There may be several reasons why it is not possible to use one of these options.
These will be detailed later on.

Before you are ready to send someone a encrypted message, you need a current
certificate for this person. Y ou thus need to receive a plain-text mail from this
person with a signed certificate, or you need to look up this person’s certificate
(from adirectory, for example).

Similarly, when you want to send an encrypted mail to alist of persons, you need to
have a certificate for each addressee, or your mail will not go out to anyone.

Once you have received a signed message from someone, this person’s certificate is
automatically stored by your browser so that this operation does not have to be
repeated systematically.

© GEMPLUS 17
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Sending
Conditions

To view thelist of certificates your browser already knows, click Security, then
click Certificates and click People.

Other People's Certificates

Security Info Other people have used these certificates to identify themselves to you.

| v

Passwords Communicator can send encrypted messages to anyone for whotm you
- . hawve a certificate.

Navigator

Messenger These are certificates from other people:

Java/JavaSeript bob@test. gemsafe. com ;I e |

Certificates ml
Yours Delete |

People
Web Sites
Signers

Cryptographic =
Modules -]

To get certificates from a network: Directory press Search Direciary.

% Cancell Helpl

Figure 20 - Other Peopl€' s Certificate Screen

Y our browser also automatically checks that the name in the e-mail address you are
writing to corresponds to the name in the certificate.

Similarly, when you receive a message, your browser checks that the e-mail address
of the sender matches the sender’ s certificate.

If you click the sending conditions icon, the following screen is displayed:

-)f" Re: Hi Alice - Composition

File Edit “iew [nzert Format Toole Communicator Help

2 Yy @ & ¢ & 0

Send Quote  Addess  Aftach  Speling  Sawve  Secunty  Stop

p=

Iﬁ * Ta: boh@t.est..gemsafe.com

Subject: Re: Hi Alice
[Nomal =] [vaisbewidh =] [2Z] lZ] A A A # = i= € = £ @
| Bob, vou're one hell of a guy.
=T |Dacument: Done

Figure 21 - Setting the Sending Conditions
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Ways to Send
Messages

-)f" Re: Hi Alice - Composition

File Edit “iew [nzert Format Toole Communicator Help

w2 Yy oAy & o & 3

Send Quote  Addess  Aftach  Speling  Sawve  Secunty  Stop

¥ Encrypted I Ee

& ¥ Signed Eriority: INormaI j
™ Uuencode instead of MIME for sttachments

Format I.-’-‘«sk me -

FH || S

Subject: Re: Hi Alice

[Nomal =] [vaisbewidh =] [2Z] lZ] A A A # = i= € = £ @

| Bob, vou're one hell of a guy.
IE F‘Sl |Metscape

NP

Figure 22 - Checking that the Sending Conditions Match

Note:  Check that the sending conditions’ configuration is exactly the same here

aswhat is displayed when you click Security and Messenger. Indeed, if
sending conditions in these two locations do not match, current versions of
Netscape will claim that you do not have a certificate, although you may
actually have one. If such a situation occurs, remember to set the sending
conditions properly.

My message is “Hello”. | send it in plain-text.

My message is “Hello”. | encrypt it using the recipient’s certificate (which
includes the recipient’ s public key). | have obtained this certificate either from a
public source of information, such as a directory, or from a previous mail the
recipient sent me in the past. The message becomes “gobbledigook”. The
recipient deciphersit using his’her private key.

This provides confidentiality and privacy.

3. My messageis“Hello”. | send it in plain-text with my signature and my digital

certificate (which includes my public key). The certificate may be used by the
recipient to verify my signature.
This provides authenticity and integrity.

4. My messageis“Hello”. | concatenate this message with my signature and my

certificate and encipher the result.
Thisisequal to 3. plus 2. and it therefore provides privacy, authenticity and

integrity.

% Hetzcape Message M=l E3

File Edit View Go Message Communicator Help

I I S I R N

Gettdzg MewMszg  Reply Farward File Hest Prirt Securty  Delste

' Hi Alice bobi=test. gemsafe. com et ]

Subject: Hi Alice
Date: Thu, 258 Ifay 1998 19:03:26 +0200
From: "bob@test. zemsafe. com” <bobi@test. semsafe. com=
To: Alice GemZAFE <ahce@ltest. semsafe. com=
References: 1,2

> Are vou free this evening? LI

IEF"'S| |Document: Done

Figure 23 - Receiving a Secur e e-mail
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Key Length and
Secure E-Mails

There are various levels of security depending on the length of the keys used. This
length is primarily dictated by the laws of the country you are in. If you are located
inthe USA, for instance, you may be able to generate keys of alength of 168 bits.
However, in the international version of Netscape the maximum authorized key
length is 40 bits. Thus, a message sent from the USA using a 168-bit key cannot be
deciphered in France, for example (where browsers do not have a 168-bit option for
the key length).

Therefore, bear in mind what the addressee’ s cryptographic capacity is before
sending the message, or it may be impossible for this person to read your message!

For additional information about key lengths, see Levels of Security.

© GEMPLUS
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LEVELS OF SECURITY

Public Key and
Symmetric Key
Length

There are different versions of the Netscape Navigator browser. The length of the
keys your browser uses depends on U.S. export rules and on applicable regulations
in your country.

Outside of the United States, the length of the RSA public/private key pair (which is
used for signing, verifying, etc.) is often limited to 512 bits, while the symmetric key
(used for bulk encryption) usualy is 40 bits long.

Therefore, depending on the country you are located in, you may find you have
many or few options to choose from to set the key length.

Note:  The symmetric key length is determined by both the browser and the card.

© GEMPLUS
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THE CARD DETAILS TOOL

PIN Code
Management

Unblocking the
PIN Code

Changing a Pin

The Card Details Tool provides a status of the certificate and keysin the card, and
PIN code management.

To use the Card Details Tool, click:
The Windows Start Menu
Programs
GemSAFE Card Details

Follow the instructions as they appear on the screen.

Your GemSAFEO card is protected by a PIN code. This PIN code must be four to
eight digitslong.

Three wrong PIN code presentations lock the card and therefore prevent its further
use. To access the PIN code management section from the GemSAFE Card Details,
click:

PIN
Verify User PIN

If your PIN code is blocked, click:
PIN
Unblock

Follow the instructions as they appear on the screen.

"T Unblock Pin =
i+ Lser Pin ) Sdm Biti
IInblock: Pin: Ixm

MHew Pin: Ixxxx

Confirm Pin: Imx

[Inblock, Cancel

Figure 24- The Unblocking Code
To change either your user or your adminstration (unblocking) pin code, click:

Code
PIN
Change
Select either your user PIN code or your administrative PIN code. Enter your old
password and the new one as per instructions on the screen.
© GEMPLUS 22
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“{ Change Pin Ed I

i+ Lser Pin  Adm. Pin

0ld Pir: Ixxxxx

M ew Pin: Ixxxxxx

Confirm Pin: Ixxxxx=1

Change

Cancel

Figure 25- Changing the PIN Code
Your PIN code must not exceed a length of eight digits.
Note: Thedefaultis1 2 3 4 for both the user and the administrative PIN codes.
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GLOSSARY

Certificate

Fingerprint

SSL

SSL Handshake

SMIME

A certificate is identification for secure
transactions. It consists of a public key and other
data, all of which has been digitally signed by a
Certificate Authority (CA). It isacondition for
access to secure e-mail or to secure web sites.

A digest of acertificate.

(Secure Socket Layer/Transport Layer Security)
Communicating protocol used between servers
and browsers for secure web sessions.

The SSL handshake (which takes place each time
you start a secure web session) identifies the
server. It isautomatically performed by your
browser.

Off-line message format standard for use in
secure mail applications.
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