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Knaccungukaums

10 BUAy NognuncKn

O NnpaBy A0CTYyMNa K KOHTEHTY

O NnpaBy co3gaBaTb KOHTEHT

O npaBy ynpas/iATb KOHTEHTOM

O NPMBAaTHOCTU
10 6e30nacHOCTU KaHa/10B nepenadn AaHHbIX



dopyM B KraccudomkaLmn

* [lognncka Ha pecypc

* [1paBO AOCTyna ecTb Y BCeX

* [IpaBo co3aaBaTb KOHTEHT yrpaBnAeTcsa BagesnblUemM pecypca
* KOHTEHTOM ynpas/AT ero aBTop U Bnageneu pecypca

* [epcoHasibHble AaHHble AOCTYMHbI BAaAesblam n mogepartopam
pecypca

* KaHasibl Nepefgayn AaHHbIX 06ecneuynBatoT KOHPUAEHUNASTbHOCTb,
NOA/IMHHOCTb N LIENTOCTHOCTb

Cou. ceTb B kKnaccudpmkaunmm: hitp://vminko.org/dscuss/classification


http://vminko.org/dscuss/classification

Dscuss B knaccudpukaummn

[Toanncka Ha pyb6pukin
[1paBO AOCTyna ecTb Yy BCex
[1paBO co3gaBaTb KOHTEHT €CTb Y BCEX

[MpaBo ynpaBnsiTb KOHTEHTOM €CTb Y BCEX
[epcoHasibHble AaHHble cO6eceHNKOB HE CKPbIBAIOTCS

KaHasibl nepenaym aaHHbIX ob6ecnevymBatoT LEe/I0OCTHOCTb U
NOA/IMHHOCTb



be30onacHOCTb

CeTb 0becneymBaeT AOCTYMNHOCTD,
LIe/TOCTHOCTb M NOAJ/IMHHOCTb AaHHbIX

3awmTta ot SPAM un flood-atak

He obecneynBaeT aHOHMMHOCTb
nosib3oBaresnien

He o6ecneunBaeT 3aluTy OT LEeH3ypbl

Mogenb HapywunTens:
http://vminko.org/dscuss/adversary



http://vminko.org/dscuss/adversary

X0o4 aoknaga

[Tpobnema v pelieHne
MpuHUunnbl PYHKUUMOHNPOBaHUSA
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Tpn BUaa o6bEKTOB B OCHOBE

[Monb3oBatenn CoobuleHnsa Onepauunmn

* Bce 06beKTbl XPaHATCA Ha /IOKa/IbHbIX MallMHax nosib3oBaresien
e Kaxxabll 0OBEKT NOANMNUCLIBAETCA CEKPETHLIM K/IHOHOM aBTopa
* OObLEKTbI NAEHTUULIMPYIOTCA B 00LLIEM NPOCTPAHCTBE K/1HoYen
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[Tonb3oBaTenu

BbINOMHAIOT POJib YYETHOW 3anucu

* lgeHTnpuunpyrotca nyo6nnyHbIM KoHOM
* YacToTa nopoxaeHusa perynupyerca PoW
* [y6nnkyoT coobLleHns

* BbINONHAIOT onepaumnu
 MoanunceliBaloTCA Ha PyOPUKN

* Bblbnpatot cebe mogepartopos (4pyrux nosb3osaTesien, Ybn onepaumnm
NPUMEHSATD)
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Coo0bLeHns

NHdopmayua, onyonnkosaHHasa nosiboBaresieM

e [ly6nuKkyoTcsa B onpeaenéHHon pybpuke
e NAeHTUOUUMPYTCS CBOUM XELLEM

o  DOpPMUPYIOT AEPEBbLSA 0OCYXAEHWI
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Onepaunn

[lencrtBue, BbINONTHEHHOE OT MMEHU NOMb30BaTeNsA Hag onpeaenéHHbIM
OO0 BbEKTOM

NaeHTndnumpyoTcs Xelem coaepXnmoro

Pasnn4yarTca Buaom
- Yaoanutb cooblieHne
- 3abaHnTb Nonb3oBaTens

ConpoBoXAatTcst MPUYMHON N KOMMEHTapPUEM

[MprMeHSATCA TO/IbKO OT MOAEepPaTopoB
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Py6pukn

* Habop Teros, Hanpumep p2p,dscuss,devel

* Yem 60nbLUE B pyOpuKe Teros, TeMm oHa 6onee
y3KocneumanmimpoBaHHas

e O6LKe pyobpuKkM BKAKOHAIOT cneunanin3npoBaHHble
Hanpumep, p2p,devel BkntovaeTt p2p,dscuss,devel

* Y3/bl OTNPABASAT APYT APYTY TO/IbKO OO BbEKTHI,
nonagaroLLune noa MHTepechl agpecara
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OpraHnsaynsa ceTn

CeTb NOMHOCTbLIO O4HOpaHrosas
HecTpykTypupoBaHHad
Y3nbl COeANHAKTCS MO MHTepecam

Y3nbl Haxoaat apyr gpyra no DHT nnn HenocpeaCTBEHHbLIM
BBedeHneM agpeca

OO6ObeKTbI NepeaatoTcs
— N0 MHTepecam
— MO MPUHLUMY «CMIETEH»
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X0o4 aoknaga

[Tpobnema v pelieHne

[MpyHUMNbI C

[MTpoToKon

OYHKUMOHNPOBaHUA
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[ 1DOTOKO/

* Ha ocHoBe coeauHeHunin (TCP)
* [lakeTbl NepenaTCca CUHXPOHHO
» CoegMHeHNs MynbTUNIEKCUPYHOTCA
e TekctoBbIn (popmar JSON)
» KpunTorpadus:
- AcummeTtpua — ECDSA (P-224)

— XelwwunpoBaHue - SHA-256
— Proof-of-work - scrypt

http://vminko.org/dscuss/protocol
http://vminko.org/dscuss/moderation
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http://vminko.org/dscuss/protocol
http://vminko.org/dscuss/moderation

[lnarpamma COCTOAHUSA Y3/10B

Failed to send

Entity sent I
" > )
[active conn] ’( P " Unadvertised entity found .
L ) Entity propagated

—_— MNew entity stored
H

[passive conn] Entities sent

Connection established Succeeded 'T“' Connection closed
. [active conn] Entities sent [passive conn] Done received Idle

>| Handshaking

v

v

[acive conn] Done received

\J Announcement received

- J Passive synchronization 1 Entity stored
[passive conn] L J Announcement received

Y

—>
Entity stored | Receiving l

Failed to receive / Protocol violation

Handshake failed




PykonoxaTtue y3soB

Feer 1 Peer 2
T T
[ |
TCF connection established | User 1l I
=
User 2
-
Hello (from 1 to 2)
—
Hello (from 2 to 1)
- ]
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PacnpocTpaHeHne oobekTa

Peerl Peer 2

J T
|
I Announcement (1d)

ALL (Peer 2 does not have ]dj
Get (Id)
-t
Entity (Id)
——————————————————————————————— . -
Loop over IdX (Id depends on IdxX, Peer 2 does not have IdJ-l}
Get (IdX)
hd
Entity (1dX)
——————————————————————————————— -
Ack




X0o4 aoknaga

nobnema n pelueHmne
DUHLNMBI PYHKUMOHUPOBaHUS

DOTOKO/1
Peanusauus
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Peannsaumns

* [1poTOKON peann3oBaH kak Habop naketoB Ha GO
* JlnueHsna — GPLv3

* NIHTepdencol nonb3oBarend (toxe Ha Go):
- MpunoxeHue ¢ CLI (ana otnaaku u aBToTecTMpoBaHus)

- [lemoH Web-nHtepdenca (ans noaen)
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Bepcuu

e CtabunbHas Bepcusa — proof-of-concept
— CLI nutepdoeiic
— VICTOYHUK aipecoB — TOJ1bKO CMNCOK
— TeKkcToBble cO00LeHns
— 2 BUAa onepauni
* B pa3paboTtke — Bepcus 0.1:
— YnydueHa cBA3aHHOCTb ceTu (nouck y3nos B DHT)
- PaspabotaH Web-nHtepdeinc
- PeanusoBaHa 3awmnta ot flood-atak
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OOBLEM Koaa

Language files blank comment code
Go 87 1250 1353 8726
HTML 25 6845 338 6380
Expect 23 172 429 1169
CSss 2 83 12 836
JavaScript 4 89 120 722
Bourne Shell 2 20 11 103
JSON 8 0 0 73
Markdown 1 2 0 43
SUM 152 8461 2263 18052
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3aBNCUMOCTW

Bubnmnorteku:

« [paneep SQLite (https://github.com/mattn/go-sqlite3)
* Peanusauua scrypt (https://golang.org/x/crypto/scrypt)
 Kademila DHT (https://github.com/nictuku/dht)

CLI:
* NHTepakTnBHaa obonouka anga CLI (https://github.com/abiosoft/ishell)

26


https://github.com/mattn/go-sqlite3
https://golang.org/x/crypto/scrypt
https://github.com/nictuku/dht
https://github.com/abiosoft/ishell

J1oKyMmeHTauus

ApPXUTEKTYpa peanimsaynin:
http://vminko.org/dscuss/architecture

CxeMmbl 6a3 gaHHbIX: hitp://vminko.org/dscuss/db

ABTOTECTUPOBAHME:
http://vminko.org/dscuss/autotesting

OnwucaHne API:
http://vminko.org/storage/dscuss/godoc/

27
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http://vminko.org/dscuss/db
http://vminko.org/dscuss/autotesting
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Peasin3auns

X0o4 aoknaga

nobsiemMa 1 pelleHmne

DNHLU AT bI C

DOTOKO/I

OYHKUMOHNPOBaHUA

AdeMoHCcTpauusa
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femoHcTpauyna CLI

Starting
Welcome

help

Commands:
addmdr <id>, make user <id> a moderator
ban <id> <reason>, ban user <id> because
clear clear the screen
exit exit the program
help display help
login <nickname>, login as user <nickname>
logout logout from the network
lsboard [topic]l, 1list a particular topic or all threads on the board
lfhif' 11f~ history of users
lsm the current user's moderators
rimsg) <id=>, list operations on
connected peer
the current user's subscriptions
lst hl ad <id>, display a particular thread
mkreply <id>, publish a new reply to message <id>
mkthread start a new thread
reg <nickname> [additio
rmmdr <id>, remove user <
rmmsg <id> <reason>, remove m
sub <topic=>. 5ub5cr1be to <t .
unsub <topic>, unsubscribe from <topic>
ver display versions of Dscuss and th
whoami display nickname of the current use




lspeer
There 1is
PEER #6

s Tu

AemoHcTpauua CLI

11

one «

Mickname:

Subscrip

‘pHLH u:EA1+1HET11LIwL““HyTUHHzerHEHFHE?Fﬂ=

tions:
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femoHcTpauyna CLI

> lsboard
#0 by adam (/Djb/E5w95eYell5SJENGGN422vyVkU20UvA37IgugY=),
ID: wQsOkghBlayKPoXzh+769cQlwvv17XuA7Jra2RVAtog=

Topic: p2p,dscuss,devel

Subject: This is the first ever Dscuss me

ssage

s5ent

Moexanwu!

#1 by adam (/Djb/E5w95eYell5SJENGGN422vyVkU20UvA37IgugY=),
T4tAvpGt10aSzLBWyUS+GTf/+zR9QIspGIMplhHEk5al=
p2p,dscuss,devel
Testing UTF-8 support
is in Russian: npuBeT nonb30OBaTensam

text Dscuss!
y adam (/Djb/E5w95eYell5S5JENGGN422vyVkU20UvA37IgugY=),
g8M50RyFT2al@RPOypPcfNTxdkCzxM3XHGINU7QE6TuQ=
Topic: p2p,dscuss,devel
Subject: Dscussion for test
This thread will be used fo

Let's create some content!

ing
i E and

operations
sting operations on messages

2

#3 by adam (/Djb/E5w95eYell5SJENGGN422vyVkU20UvA37IgugY=),
ID: 8kZQcJDOdFh4BADJ1ZjofFhuBAJmMUSvglnsWB4euNI=

Topic: p2p,dscuss,devel
Subject: AHOHC goknaga npo
27-29 centabpsa 2019 roja B
B pamkax koHdepeHuwnm GyaeT npeAcTaBneH AoKnaj Ha Temy
MpuxoanTe nocnywatb!

Dscuss
ropoje Kanyre cocToWTcCA WecTHajuLaTas

"Dscuss -

2019-09-06T15:

2019-09-06T15:

2019-

2019-

12:14+03:60

16:36+03:00

09-06T15:18:36+03:00

H b

05-06T15:21:19+03:80

pa3paboTunkoB cBoOBOAHBIX MpoOTrpamM.
ceTb Ana nybnwuuHoro obwenua"

KOH(epeHUWs
oAHOpaHroead




Dscuss demo

eve-AVgvrakP Peers Logout

Dscussions in all topics

This is the first ever Dscuss message sent in pzs dscuss deve

|
G

|o| --- Moexanwn!
I

I
e

Testing UTF-8 Supporl in p2p.dscuss, devel

This text is in Russian: npweeT nonk3oBaTtensm Dscuss!

Dscussion for testing operations in szs gscuss deve:

This thread will be used for testing operations on messages and users.

Let's create some content!

AHoHc goknaga npo DSCuUSS in pep dscuss deve

27-29 ceHTABpA 2019 roga B ropoge Kanyre coCTOMTCA WECTHAAUATAA HOHQEPEHUWA pazpaBoTunkoB cBOGOAHEX NPOrpaMu.

B pamkax KoHpepeHUMW OyAeT NpejcTaBneH foKNaj Ha Temy "DScuss -

MpuxoguTe nocnywate!

OfHOPAHTOBaA CeTb ANA nyGnnuHoro obWEeHWA" .

Web Ul
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Dscuss demo eve-AVgvraKP Peers Logout

Node owner's profile We b U I

Full ID AVgvrakPBCOgmlg66oPZEvoE43HS0Y xkD49HQaFcsM=

Nickname eve
Additional info Hello, my name is Eve. | live in Paradise. Please send your PM to eve@paradise.

Registration date 2019-09-06T15:27:04+03:00

Subscriptions

Topic Action
p2p,dscuss,devel EENTE
food,vegetarian, fruits
photography,portrait
Enter new topic...
Moderators
User Action
adam-/Djb/ESw
eve-AVgvrakP

Enter new full ID... Add 33



[NemoHcTpauna Web Ul

Reply

AHOHC goknapa npo Dscuss

27-29 cenTAbpA 2019 roga B ropoge Kanyre cocTOMTCA WecTHaguaTad KoHpepeHuwA pazpaboTuukoe ceobogHu nporpawm.
B paMKax HOHpEepeHUMW ByOoeT NpegcTABNEH AOKNAL HAa Tewmy "DSCUSS - OQHOPAHTroOBafA ceTk ONA NyBAMUHOro obweHuA".
MpuxoguTe nocnywaTs!

adam-/Djb/ESw reply | ban | delete | operations

Re: AHoHc goknaga npo Dscuss

A NNAHWPYK NPWHATE YYacTWe. B KAYECTEE TECTOBOrO NONb30BATENA ANA MPOBELEHWA AEMOHCTPALMM.

eve-AVgvrakP reply | ban | delete | operations

+1

A TOME NNAHWPYR NOCETWTE 3TY HOHPEPEHLMED.

cain-Z9+03EXS reply | ban | delete | operations
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[NemoHcTpauna Web Ul

Dscuss demo — p2p,dscuss,devel eve-A\VgvrakP Peers Logout

Reply in dscussion AHOHC Aoknapa npo Dscuss

27-29 cenTabpa 2019 roga e ropoge Kanyre cocTouTcA WecTHaguaTad KoHdepeHuwA pa3paboTuvkoB cBobogHbiX NporpamM.
B pamxax KoHdepeHuwu OymeT npefcTaBneH goknag Ha Tewmy "Dscuss -
MpuxoguTe nocaywatk!

adam-/Djb/ESw

Of4HOPAHT 0BAA CETb ANA NyBAWUHOro OBWEHWA".

Subject: Rre: anouc goknapa npo Dscuss

Text:

Bcem NpWBeT C WECTHAAUATOR KOHEpeHUWW pa3paboTunkoB cBOGOAHBIX Nporpamm!

Submit reply
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[11aHbl pa3BuUTUA

[ToBbILLIEeHMe cBA3aHHOCTU (nNpeogosieHne NAT)
Bonblie BnaoB onepaumn

PasrpaHnyeHne moaepaTtopos Mo BUAY 1 NpUYnHE
onepaumi

[Moanepxka nsobpaxeHun n RTF (HTML?)
[Mpemoaepauua (3awmta ot SPAM)
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Cnacmoo 3a BHUMaHue

?

http://dscuss.org/

MwuHko B.C. vitaly.minko@gmail.com 2019


mailto:vitaly.minko@gmail.com
http://dscuss.org/
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